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Abstract: Intelligent vehicles are interconnected through Wi-Fi and Bluetooth wireless technology , but their open channels are susceptible to
device spoofing attacks. Existing methods mostly rely on network traffic characteristics, which makes it difficult to identify counterfeit devices
that are highly similar at the radio frequency level, and single mode schemes often face the problems of poor generalization and insufficient ro-
bustness. To this end, an adaptive attack detection method based on radio frequency fingerprinting is proposed , which removes redundant in-
formation and reduces computational complexity through symbol level signal analysis using orthogonal frequency division multiplexing
(OFDM). Firstly, perform protocol alignment and structured preprocessing on the original signal to extract a sequential OFDM symbol se-
quence; Secondly, a long short—term memory network is used to model the temporal dynamic characteristics of signals and capture subtle fluc-
tuations unique to the device; Again, by aggregating normal prototypes with multi head attention and generating negative prototypes through
non-linear transformations of multi-layer perceptrons, more discriminative feature references are constructed to enhance discriminative abili-
ty; Finally, for samples that are preliminarily judged to be normal, combining negative prototypes, conjugate training, and cosine distance,
the rejection boundary is dynamically delineated based on the relative relationship between positive and negative prototypes, achieving attack

detection without the need for manual threshold setting. Experiments on the Oracle dataset show that the accuracy and precision of the pro-
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posed method are 94.75% and 99.47%, respectively, with a false positive rate of only 0.51%. Compared with the optimal baseline method, the

accuracy is improved by 5.35%, and the false positive rate is significantly reduced, effectively enhancing the attack detection capability.

Key Words: intelligent vehicle; device spoofing attack ; RF fingerprint recognition; negative prototypes; conjugate learning
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Fig.1 Attack detection framework based on RF fingerprint
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Fig. 3 Scatter plot of OFDM symbols before and after dimensionality reduction
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Fig.4 Ablation experiment
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Table 1 Performance based on distance detection in the first stage

®1 F—HBEETEZIRNMERE (%)
FEFR Ace Precision Recall F1 FPR
KT 95.45 93.90 97.24 95.54 6.33

2N T BORE T 6 A SR B I R R 1 A
o7 T AG AL FE DSBS I T8 5 b A PERE SR I, B i B AR A
TE v B AR LA T BRI RRE M WA PR AR SR A2 T Auroc
Fpr95.Fn95 7| Min(fpr+fnr) o HILATH, BTt 7 i 4E Auroc
IR F10.97, 2 W] H A PR 5 BE 3 058 5 Fpros #7 AR A% 2
0.050 6, {25 (L T 12 48 75 1% 5 Fn95 4 0.029 6, 1k i B {5 2
NBBEA RO SR B o RS A, Min (fpr+fnr) 15 B3 X
h0.085 1, RUIBHANIE R LA T 523 1 R4S Tl 2 7
i/ Mb, FET IR B T HAE 2 A — ] AU TR i AL g
J1o WA, BRGEEET RS B I 2R 3 S TR 4 i L
i, BEAE O AN TR B(E A RT3 T, 2 25 32 T A vy
PR S L

Table 2 Adaptive re—detection performance in the second stage
x2 E_MBEBHENERNIERE

ity Ace F1

Recall Auroc  Fpr95  Fnr95  Min(fpr+fnr)

ARICHE 092 092 092 097 00506 0.0296 0.085 1

F 3 — L RIR T A XI5 GRUBILSTM | Trans-
former—xL , Dual-Attention LSTM-Autoencoder’ . MRFE %5 3=
TR 23 A P20 23 HER R T T, AR SO ik A
F T 94.75% , LK T GRU, (HAE DR R E L3 &5 R o
KN 99.47% fm T 22 1 Y 95.54% , IR IR IL AL T £ 1 /Y
6.33% , W5 B BoA R 1 w6 By Be iy iR, 5800 e
R T By Bk ik AL AR AIL I A A 28k

Table 3 Overall performance comparison

F3 BMERELER (%)
fabr Acc Precision Recall F1 FPR
GRU 94.96 94.12 96.34 95.22 6.53
Bilstm 93.20 93.74 92.81 93.27 6.40
Tansformer—x| 79.83 83.58 76.18 79.71 16.21
Dual-Attention LSTM-Autoencoder 92.25 93.67 91.00 92.32 6.44
MRFE 87.18 86.89 87.57 86.79 13.21
ARk 94.75 99.47 90.28 94.66 0.51
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